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1
Decision/action requested

It is requested to approve the new solution for KI #2 of 3GPP TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This pCR proposes to add a new solution for KI #2 in TR 33.884 [1].
4
Detailed proposal

*************** Start of the Change ****************
6.Y
Solution #Y: User authorization revocation for API invocation procedure
6.Y.1
Introduction 

This solution addresses the key issue #2 in terms of authorization revocation.

In this solution, UE (i.e. target resource owner) can revoke authorization information (e.g., access token, refresh token) that is stored in the CAPIF core function/authorization function.

UE (i.e. target resource owner) can trigger CAPIF core function/authorization function to inform API exposure function to store the information about revoked authorization information.

UE (i.e. target resource owner) can trigger CAPIF core function/authorization function to revoke authorization information that is stored in the API invoker.

6.Y.2
Solution details

It is assumed that UE is the target resource owner.

It is assume that API invoker is an UE/AF in SNA scenarios.
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Figure 6.Y.2-x: User authorization revocation for API invocation procedure.

0. The API invoker obtains the service API invocation authorization from the target UE, which is the resource owner. Specifically, the resource indicates the location information of the UE, QoS information of the UE, etc. And the API invoker is an UE/AF. 

1. The CAPIF core function/authorization function and the UE should do the mutual authentication. 

For the case of CAPIF core function, the UE can authenticate the CAPIF core function via a certificate. Then the CAPIF core function can authenticate the UE using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism, etc. And the CAPIF core function may generate a certificate for the UE after the API invoker onboarding procedure.

For the case of authorization function, the UE can authenticate the authorization function via a certificate. Then the authorization function can authenticate the UE using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism, in which the certificate can be assigned by the CAPIF core function. UE and authorization function may do the mutual authentication based on methods that are defined in clause 6.5.2 of TS 33.122[5].

A secure connection between the UE and the CAPIF core function/authorization function is established after the mutual authentication. The secure connection can be established via TLS.

2. The UE, which is the resource owner, sends a service API authorization revocation request to the CAPIF core function/authorization function. CAPIF core function/authorization identifies tokens that need to be revoked by checking the token type and token claim against the revocation request. The revocation request includes the information about the authorization information that needs to be revoked. Specifically, the revocation request includes the type of the token to be be revoked (e.g., refresh token, access token), the identity (e.g., GPSI, IMPI, application layer ID) of the API invoker, the identity (e.g., GPSI, IMPI, application layer ID) of the resource owner, the target resource (e.g., location of UE, QoS of the UE), and the target service API. Details on token, refresh token, and access token are given in RFC 6749 [4].   
3. The CAPIF core function/authorization function sends the service API authorization revocation request to the API exposure function. The CAPIF core function/authorization function may delete locally stored tokens that are related to the service API authorization revocation request. If the request intends to revoke access tokens, the service API authorization revocation request is identical to the revocation request that is sent by the resource owner. If the request intends to revoke the refresh tokens, the CAPIF core function/authorization function should first identify access tokens that are related to the refresh tokens. Then the CAPIF core function/authorization function sends the API exposure function with identified access tokens via the service API authorization revocation request.
4. Upon receiving the service API authorization revocation request, the API exposure function stores the token information in the message that is sent by the CAPIF core function/authorization function. The API exposure function should reject the request sent by the API invoker if the local stored token information indicates the API invoker is not allowed to request the resource. 

5. The API exposure function sends the service API invocation authorization revocation response to the CAPIF core function/authorization function. The response indicates that the API exposure function has stored the revocation request.
6. The API invoker and the authorization function/CAPIF core function do the mutual authentication. 

For the case of CAPIF core function, the API invoker can authenticate the CAPIF core function via a certificate. Then the CAPIF core function can authenticate the API invoker using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism. And the CAPIF core function may generate a certificate for the API invoker after the API invoker onboarding procedure. 

For the case of authorization function, the API invoker can authenticate the authorization function via a certificate. Then the authorization function can authenticate the API invoker using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism, in which the certificate can be assigned by the CAPIF core function. API invoker and authorization function may do the mutual authentication based on methods that are defined in clause 6.5.2 of TS 33.122[5].

A secure connection between the API invoker and the CAPIF core function/authorization function is established after the mutual authentication. The secure connection can be established via TLS.

7. Then the CAPIF core function/authorization function sends the service API authorization revocation request to the API invoker.  
8. Upon receiving the service API authorization revocation request, the API invoker deletes locally stored the authorization information related to revocation message that is sent by the CAPIF core function/authorization function. API invoker can identify tokens that needs to be revoked by checking token type and token claim against the revocation request. For instance, the API invoker should identify the tokens to be revoked according to the revocation message that is sent by the CAPIF core function/authorization function. And the API invoker should delete the identified tokens. Then the API exposure function sends the Service API invocation authorization revocation response to the CAPIF core function/authorization function. The response indicates that the API invoker has deleted the locally stored authorization information.
9. Then CAPIF core function/authorization function sends the Service API invocation authorization revocation response to the UE. The response indicates that the authorization revocation has completed. 
6.Y.3
Evaluation

TBD
*************** End of the Change ****************
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